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It's never been easier for police
to spy onmillions of people at
once. This guide explains how
police can spy on you through
your phone, and how you can
protect yourself and your
community.




AT RISK FOR BEING ME T
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. . , Your risk profile is how likely you are to be spied on by police.
Why should I care if police see what’s Every one of these you check off puts you at risk.
onmy phone? | don’t break the law. Police are more likely to spy on you if you..
Identify as... h /Live ina neighborhood thats...\
They shouldn't be looking at our .
phones in the first place. Police need © Black © Black, Ind|gen(:ju/s, I
agood reason to search our stuff. O Latina/ofx Immigrant, and/or people
They're surveilling us! . of color
. © Muslim © low-income
(When police spy, it’s called “surveillance.”) & LGBTOIA*
< touristy L —
< animmigrant/refugee
Idc, let them look. If 'm not doing > < . /<
anything wrong | can't gt ntrouble Have recently been to... Have ever posted about...
. . < anairport < Defund the Police
That’s not necessarily true. Policing in the U.S. .
is discriminatory. That means you could be O aprotest < Black Lives Matter
targeted because of what you look like, who © AT 5 ANTIFA

your friends are, or where you work, live, or pray.

. . . < aconcert or large event O leftleaning/progressive
gg Even if you're not doing anything wrong, politics
you could be targeted and harassed, arrested, J
ordeported.

PRU UUR AND YOUR
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Maybe you don’t care if they're watching you
personally. But if your phone is unprotected,
you could help police surveil other people,
putting your friends and family at higher risk.




SOCIAL MEDIA

HAS ANYONE EVER TREATED
YOU UNFAIRLY BECAUSE OF THE
WAY YOU LOOK?

Police target people based on things they see onyour social media
accounts. They make assumptions about who you are, your political
views and beliefs, and who you spend your time with. Police can do this
online without a warrant.
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#PRIDE

HOW SURVEILLANCE HAPPENS

Public information: Any public account is available for anyone,
including the police, to see.

Fake profiles: Police use software to generate thousands of fake
social media accounts, and then can follow you or send you a friend
request.

Monitoring software: Police use software to make detailed
searches, like looking up everyone who used a certain hashtag.

Warrant requests: If your account is set to private, police can ask
app companies (like Facebook and Twitter) for info from your social
media account.

HOW CAN WE FIGHT BACK?

@ Don't accept friend requests from strangers, and set
your social media profiles to private—that includes
Venmo, CashApp, and PayPal too.

@ Ask permission to tag people in your posts.
Don't tag people in photos during protests.




MESSAGING APPS

HAS ANYONE EVER GONE THROUGH
YOUR PHONE WITHOUT YOUR
PERMISSION?

Police can read the messages you send and receive and use them
against you.

HOW SURVEILLANCE HAPPENS

Police can gain access to your messages: They need
permission from one of the people in the conversation or awarrant.
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W@ areu going to the protest?
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Messaging platforms see your messages: If the JI‘
messages aren't end-to-end encrypted, they can turn them over to see you at prayer ‘ ‘
the police.
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e Happy Pride!!!

End-to-end encryption means that no one else can see your
messages, not even the platform you're messaging on. Even if the
police were to get a warrant, the platform wouldn’t be able to turn
OVer your messages.
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Not all encrypted messages are end-to-end encrypted. Some

types of encryption protect your messages’ content, but not your HOW CAN WE FIGHT BACK?

location or other details. Some companies say they re end-to-end
encrypted, but they can break that encryption and give your info to
the police (WhatsApp).

@ Only use platforms that are truly end-to-end encrypted,
like Signal.

@ Save sensitive conversations for in-person conversations.




-GEOFENCES

HAVE YOU EVER BEEN AT THE WRONG
PLACE AT THE WRONG TIME?

Geofences are when police draw a line around an area on amap and
make a list of all the phones that passed through during a certain period
of time. When police use geofences, lots of innocent people become
potential suspects, including vulnerable communities like
undocumented people and and people who have been arrested or
incarcerated.

HOW SURVEILLANGE HAPPENS

Apps can monitor your location: For example, the default
setting on your Google account automatically keeps track of your
location history.

Police get a geofence warrant: The warrant demands that app
companies hand over to police a list of all the active accounts that
passed through a specific area.

Police buy data: If ajudge won't sign off on a warrant, police can
buy the data from data brokers (companies that collect and sell data).

HOW CAN WE FIGHT BACK?

The number of geofence warrants is growing. Google received @ Limit the apps that can access your location data as
nearly 12,000 geofence warrants in 2020, and they are now the number much as possible.

one type of warrant Google receives in the U.S. .
@ Keep your phone on airplane mode at protests and other

sensitive locations.




PROTECT YOURSELF, YOUR
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FRIENDS, AND YOUR FAMILY

Private Account

Share Location

{ 0K so what can we do? >

To “rly” fight back, we have to push
back as a community against
police surveillance.

Advocate for bans on social media
monitoring and geofence warrants.

Pressure companies to make their
platforms end-to-end encrypted.

{ Right. But what's the first stepD

Even if your phone is protected, you won’t be 100%
secure as long as policing is discriminatory and they

can track what you do. The only way to end police
surveillance is to change government policy.

ok gotchu fam

Check inwith groups that are already
active, like S.T.0.P. Learn more about
their campaigns and how to volunteer:
stopspying.org/our-campaigns

It’s really important to teach your family
members how to make their phones safer
by following the tips in this booklet.
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